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Original Unix FS

Simple and elegant

Components

● Data blocks
● Inodes
● Superblock (specifies number of blks in FS, counts of max # of files, pointer 

to head of free list)

Problem: Slow



Performance Costs

Blocks too small (512 bytes)

● File index too large

● Too many layers of mapping indirection

● Transfer rate low

Poor clustering of related objects

● Consecutive blocks not close together

● Inodes far from data blocks

● Inodes for file in the same directory are not close together

● Poor enumeration performance: e.g., “ls -l”, “grep foo *.c”



More Modern UNIX File System Architecture

Multi-level indexed block allocation

● I(ndex)node is the internal representation of a file, holds data block pointers 

and other metadata

● Used by FFS, ext2, ext3

Design filesystem with disk geometry in mind

● Cylinder groups: same concentric track across platters

● Since modern devices don’t expose geometry, could also use block 

groups: contiguous regions of the logical block address space.

● Keep related data within the same group to minimize seeks!



Berkeley Fast File System (FFS) Layout

Disk drive can be partitioned into multiple operating systems

● e.g., dual-boot Linux and Windows

Within a single OS, can also partition disk into several filesystems

● use different filesystems for different purposes

● in UNIX, all mounted filesystems are grafted into the directory hierarchy 

tree



Berkeley Fast File System (FFS) Layout

A file system occupies a disk 
partition. At the top-level of FFS we 
have:

● super block
○ metadata about the filesystem 

(#blocks, #groups, block size, etc.)

● boot block(s)
○ for OS partition, place boot loader 

at a known place (e.g. at the very 
start of the partition) for the 
hardware to locate and execute

● cylinder group partitions
○ place inodes and data blocks into 

the same cylinder group to 
minimize disk seeks



Clustering Related Objects

● Tries to put sequential blocks in adjacent sectors
○ Access one block, probably access next

● Tries to keep inode in same cylinder group as file data
○ If you look at inode, most likely will look at data too.

● Tries to keep all inodes a dir in same cylinder group
○ Access one name, frequently access many, e.g., “ls -l”



Berkeley Fast File System (FFS) Layout

A cylinder group maintains a copy of the 
superblock and some cylinder group metadata for 
performance. The crucial parts of the file system 
are:

● inode bitmap
○ which inodes are used/unused

● block bitmap
○ which data blocks are used/unused

● array of inode blocks
○ stores per-file inodes
○ note that an inode uniquely 

identifies a file, NOT the filename –
more on this later

○ #inodes is effectively the #files you 
can have on the filesystem

○ sizeof(inode) ~ 128B, 
sizeof(datablock) ~ 4KB, should be 
able to fit quite a few

● array of data blocks



Finding space for related objects

Old Unix: Linked list of free blocks

● Just take a block off of the head. Easy!

● Bad: free list gets jumbled over time. Finding adjacent blocks hard and 

slow

FFS: switch to bit-map of free blocks

● 1010101111111000001111111000101100

● Easier to find contiguous blocks

● Small, so usually keep the entire thing in memory

● Time to find free block increases if fewer free blocks



Using the bitmap

Usually keep entire bitmap in memory

● 4G disk / 4K blocks. How big is the map?

Allocate block close to block x

● If the disk is almost empty, will likely find one near

● As disk becomes full, search become more expensive and less effective

Keep a reserve (e.g., 10%) of disk always free, scattered across the disk

● Don’t tell users

● Only root can allocate blocks once FS 100% full

● With 10% free, can almost always find a nearby free block



Inodes and Data Blocks

A given inode in the inode array 
represents a single file

Directories are pretty much just 
“special” files – they also occupy data 
blocks. A directory’s data block 
houses directory entries:

● one dentry per file in the directory
● each dentry has the name of the 

file and the inode
● notice that two different dentries 

can refer to the same inode – files 
are uniquely identified by inode 
number in a filesystem, not the 
filename!



Inodes and Data Blocks Example

mkdir testdir



Summary

Symbolic link

● Special file, designated by a bit in metadata

● File data is name to another file

Hard link

● Multiple dentries point to the same file

● All hard links are equal: no primary

● Store link count in file metadata

● Cannot refer to directories or files outside fs



Implementing Files: I-nodes

● A data structure associated with each file (and directory)

● Lists the attributes and disk addresses of the file blocks

● Need only be in memory when the corresponding file is open

● ( typically 128 bytes )

i-node=#

FILE META DATA Data Access



Implementing Files: i-nodes  (ext2)

Properties:

• Small file access fast

• Everything a block

• Huge files can be presented

• Overhead (access, space) 

proportional to file size

To get to this data we must read

1) inode (B0)

2) double indirect block (B2)

and (B3)

3) data block (B4)

→ if uncached, 4 disk block reads
Blocks

B2

B0

B1

B3

B4



Example for File access with fixed size blocks

● Assume blksz=1K (2^10) and block number a 4 byte integer 

so the data is stored in 1 KB blocks and 256 (==2^8) block id’s can

fit in an indirection block

How much data range is covered at each level ??

● Direct Access (12 entries) cover 12* 2^10                       = 12KB

● Indirect:                2^8 * 2^10                       = 2^18   = 256KB

● Double Indirect:               2^8 * 2^8 * 2^10                 = 2^26   = 64MB

● Triple Indirect:               2^8 * 2^8 * 2^8 * 2^10           = 2^34   = 16GB

● Quad Indirection:              2^8 * 2^8 * 2^8 * 2^8 * 2^10     = 2^42   = 4TB

● Then: fileofs=260KB is covered by Indirect as it covers 12KB – 268KB

● Note: the math is different if you go to quad pointers (only 11 direct then)

or if blksz is different.



Extent based Filesystems (ext4)

● Inodes, but instead of fixed size blocks, each entry (direct,indicrect,..) is an extent: 

[ file-offset, phys-block, length ]

● The extent is phys contiguous

● Significantly drives down fragmentation and disk access time

● Example: ext4



syscalls to retrieve meta data

ls –ls translates to



Listing content of a directory

These are the fundamentals of the 

/bin/ls  command

When you combine with the stat() syscall



LFS: Log-structured File Systems (1)

● Disk seek time does not improve as fast as CPU speed, disk capacity, and 

memory capacity.

● File Data Caching a key strategy to keep reduce the overhead.

● Disk caches can satisfy most requests (see buffer cache or page cache (before) )

➔ The theory then:

in the future most disk accesses will be writes

➔ LSF optimizes for writes !



LFS: Log-structured File Systems (2)

● Basic idea: Buffer all writes (data + metadata) using an in-memory segment; once 
the segment is full, write the segment to a log (aka checkpoint)

● The segment write is one sequential write, so its fast

● We write one large segment (e.g., 1 or 4 MB) instead of a bunch of block-sized 
chunks to ensure that, at worst, we pay only one seek and then no rotational 
latencies (instead of one seek and possibly many rotational latencies) 

● There are no in-place writes as in previous discussed filesystem implementation

● Reads still require random seeks, but physical RAM is plentiful, so buffer/page 
cache hit rate should be high (more on that later)



LFS: Segments 

• In order to determine whether a block is stale, you need to know its identity. 

• This is stored in an additional part of the segment called the segment table. 

• The segment table contains an entry for each block in the segment, which

identifies which file (inode number) the block is part of, and which part it is (e.g.

"direct block 37", or "the inode").



Log-Structured File Systems (1)

● i-nodes now scattered over the disk
● Part of the i-node map is written with inode/block to log

● An i-node map, indexed by i-number, is maintained.
● The map is kept on disk at fixed location and is also cached.

● Checkpoint region (CR) only update periodically (30secs)



Log-Structured File Systems (2)

● Disks are not infinite, hence at some point no further segment can be written 

to the log

● But many segments contains blocks that are no longer needed.

○ Block overwritten with a new block (now in a different segment)

○ E.g. file created then deleted (think compile)

➔ Cleaner Thread (kernel) 



LFS ( Cleaner Thread )

● Scan the log circularly to compact it

● Reads in the summary of the next segment to identify inodes and blocks 

● Looks up inode map to check whether
○ inode is still in the current inode-map  (   deleted  ?) 

○ inode is still current ( current pending write , so will be overwritten )

● Inodes and blocks still in use will go into memory and written to next segment

● Original Segment (and now compacted) is marked free

● This way disk is a big circular buffer
○ Writer Thread adds new segments to the front

○ Cleaner Thread removing old ones from the back

● Crash in period between checkpoints results in data loss or inconsistency



LFS: Efficient Reads



Writes:  Copy-on-Write 



Disk Cleaning



Improving strict LFS

● This sort of garbage collection of stale inodes and data blocks can lead to:
○ Increased I/O load and write amplification

● Problem: long-lived data repeatedly copied over time
○ Solution: Group older files into same segment

○ Old segments won’t have many changes. Skip.

● To reduce the overhead, most implementations avoid a strict circular log, but 

maintain it as a list of segments with an order to inspect, where the head of the 

log 
○ Advances to a (non-adjacent) segment that is already free

○ Inspect the least-full segment first

● Improvement is increasingly ineffective as the file system fills up and approaches 

full capacity. 



What about consistency?

Writes require several steps:

● Update inode/block bitmaps

● Update inode

● Update data blocks

What if the system crashes?



Example: ext2 empty foo file creation

Let’s analyze possible crash 

scenarios. Define B, I, D as follows:

● inode bitmap update (B)

● add inode for foo (I)

● add dentry for foo to dir data 

block (D)

Assume that writes within a block 

happen atomically



Crashes can lead to inconsistencies



fsck: file system consistency check

In the old days, reboot after crash and scan entire disk to make fs consistent

Disadvantages:

● slow to scan large disk
● cannot correctly fix all crash scenarios, e.g., B' I D'

● no well-defined consistency, e.g., what do we do for B I D'?



File System Consistency: Blocks (1)

File-system states:

(a) Consistent. 

(b) Missing block. 

(c) Duplicate block in free list. 

(d) Duplicate data block.



File System Consistency: Blocks (2)

Add the block to the free list

Rebuild the free list Allocate a free block, make a copy of 

that block and give it to the other file.



Solution: Journaling

Keep a write-ahead log

Persistently write intent to log/journal, then update filesystem

● crash before intent is committed: noop

● crash after intent is committed: replay op

Better than fsck:

● no need to scan entire disk

● well-defined consistency



Example: ext3 physical journaling

● Commit dirty blocks to journal as 

one transaction

● Write commit record (finalize 

journal entry)

● Write dirty blocks to real file 

system

● Reclaim journal space for 

transaction (we don’t need it 

anymore)



Journaling Write Orders

1. Journal writes, then FS writes

otherwise, crash will leave FS inconsistent but no journal record to 

patch it up

2. FS writes, then reclaim journal space

otherwise, if you crash before you finish the FS write, the journal record 

to patch it up will already be gone!

3. Journal writes, then commit record, then FS writes

we need the commit record to tell us that we journaled the entirety of 

the change. Otherwise, the journal may have garbage in it!



ext3 Journaling Modes

Motivation: journaling is expensive. Every FS write requires two disk 
writes, two seeks. Balance consistency and performance…

Data journaling: journal all writes, including file data

● Problem: expensive to journal data

Metadata journaling: journal only metadata

● Used by most FS (IBM JFS, SGI XFS, NTFS)
● Problem: file may contain garbage data

Ordered mode: write file data to FS first, then journal metadata

● Default mode for ext3
● Problem: if crash before journaling metadata, then you end up with old file 

metadata and new file data, where the journal says everything is OK



E Pluribus Unum   → Virtual File Systems

Supporting Many File System under Unix
● s

BIOs



Virtual File System (VFS)

Many file systems and device 

types can coexist on the same 

system.

Different levels of the stack 

have different interfaces:

● File System Interface

● VFS Interface

● Storage Level



Virtual File System (VFS)

File System Interface:

● API for userspace programs to 

interact with files
● open(), close(), read(), etc.

● Uses file descriptor to refer to 

a file

● Does not expose 

implementation details to the 

users



Virtual File System (VFS)

Storage Level:

● Determines how data are 

stored in the disk

● Userspace programs are not 

burdened with these details

● Can even store data remotely, 

over the network



Virtual File System (VFS)

VFS Interface:

● Abstraction layer that can 

support multiple file systems

● Specifies an interface (similar 
to struct sched_class) 

that a given FS implements to 

hook into the kernel

● VFS dispatches operations to 

a specific FS using the 
interface, e.g.., dir-

>inode_op->mkdir()



Example: fs creation and mounting

● Create a new filesystem on a particular device:

○ Allocate inodes and blocks

● Associating a device with a particular filesystem

and providing an access point “mount point” 



“mount” Example

root@lnx1:~# mount

sysfs on /sys type sysfs (rw,nosuid,nodev,noexec,relatime)

proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)

udev on /dev type devtmpfs (rw,nosuid,relatime,size=1986852k,nr_inodes=496713,mode=755)

devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=000)

tmpfs on /run type tmpfs (rw,nosuid,noexec,relatime,size=403920k,mode=755)

/dev/sda1 on / type ext4 (rw,relatime,errors=remount-ro,data=ordered)

• Note the top entry “/” is mapped to disk

• At various mount points different filesystems 

are “attached”, e.g. all pseudo files systems 

or network file systems.



VFS Data Structures

struct file: Represents an instance of an open file

● Pointed to by per-process fdtable entry, allows for open file sharing by 

copying the pointer

● Stores flags, current position, etc.
● Refers to dentry via struct path f_path (which refers to the inode)

VFS interface: struct file_operations *f_op

● read, write, seek, etc.



VFS Data Structures

struct dentry: Basically a “hard link”: contains name of link and inode number

Break up an absolute path into dentries, one per component, e.g., /home/frankeh/foo has /, 
home , frankeh, foo

Path resolution is expensive to open /home/frankeh/foo you need to:

● consult the dentry for / to find the root inode
● find the root data block, iterate through it to find dentry for home
● consult the dentry for home to find the inode
● find the corresponding data block, iterate through it to find dentry for frankeh
● consult the dentry frankeh to find the inode
● find the corresponding data block, iterate through to find the dentry for foo
● consult the dentry foo to find the inode
● find the corresponding data block, and finally read the file contents!

VFS interface: const struct dentry_operations *d_op

● manage dentries through dentry cache (create/remove/hash/etc), more on this later



VFS Data Structures

struct inode: Unique descriptor of a file or directory

i_ino: inode # unique per “mounted” file system

Can refer to fs-specific data via i_private (will be used for HW-7)

VFS interface: const struct inode_operations *i_op

● read, write, seek, etc.



VFS Data Structures

struct super_block: Descriptor of a mounted filesystem.

VFS interface: const struct super_operations *s_op

● inode management, journaling, syncing metadata



Dentry Cache

Linux kernel makes path resolution efficient by employing a dentry cache (dcache)

1. Mount an instance of ext2 

at /home

s_root field of super_block

refers to the root dentry of the 

mount



Dentry Cache

Linux kernel makes path resolution efficient by employing a dentry cache (dcache)

2.    P1 opens 

/home/hans/foo for reading

Need to read several 

inodes/dentries from disk

Along the way, cache them in 

the dcache



Dentry Cache

Linux kernel makes path resolution efficient by employing a dentry cache (dcache)

3.    P3 opens /home/hans/bar

Different file than P1 and P2

/home/hans/ path resolution cached 

in dcache

Need to read in hans/ directory data 
block to find dentry for bar

…only to find it refers to the same 
inode as foo

bar and foo are hard links to the 
same inode!



Network File System

● Files are located on a different server

- CIFS, NFS, ….

● Requests are sent over to server with name and block requests

● Data can be cached, but be aware of sharing



Pseudo FileSystem

● /proc  or   /sys   

● Means to access/manipulate OS internals

(state, parameters, algos, settings)

● Allows scripting (vs. a special syscall interface)

● The hierarchy is created dynamically and on access, there is no real disk !



Proc fs   ( inspecting state)

● Inspecting a single process or system statistics

● Registers read/write functions per “node”



Sys-fs 

● Read and modify system status and behavior

● Example: change the scheduling algorithm for a particular disk device (/dev/sda):



Special Purpose Filesystem

● RamFS ( builds a ram disk ) 

● Backed by memory not disk

● Instead of issuing block I/O requests you memcpy (4K) to/from memory

● Obviously
○ significantly faster than going to any real device

○ But no persistence

○ Reduces available RAM on your system

● Linux :   tmpfs



Shared Files: Method 1

● Disk blocks are not listed in directories but in a data structure associated with 

the file itself (e.g. i-nodes in UNIX).

● Directories just point to that data structure.

● This approach is called: static linking

● “ln <origfile> <newfilename>” or “ln –P”

Problematic

Scenario



Shared Files: Method 2

● Have the system create a new file (of type LINK). This new file contains the 

path name of the file to which it is linked.

● This approach is called: symbolic linking

● The main drawback is the extra overhead.

● “ln –s <origfile> <newfilename>”

* DEMO *
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